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Amendments to the Claims

This listing ofclaims

the application:

Listing of Claims

1-31. (canceled)

will replace all prior versions, and listings, ofclaims

fnd

?secoid

33. (previously presi

channel, comprising;

sending, by a first pait^

accessing, by the first

generating, by the

second public key and a second

parameters;

sending, by the second

generating, by the first

asymmetric key pair comprising

base, prime, and sub-prime

encrypting, by the first

value, using the shared key;
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in

ected) A method of establishing a secure communication

; a secure call notification to a second party;

second parties, base, prime, and sub-prime parameters;

party, a second asymmetric key pair comprising a

private key, based on the base, prime, and sub-prime

>arty to the first party, the second public key;

>arty, a net label, a private label, a random value, a first

a first public key and a first private key based on the

parameters, and a shared key based on the second public key;

jarty, the net label, the private label, and the random
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sending, by the first

encrypted private label, the

generating, by the

decrypting, by the

label, and the encrypted

exchanging, by the

establish the secure

second

sec and

random

first

Page 3 of 18

pjarty to the second party, the encrypted net label, the

encrypted random value, and the first public key;

party, the shared key based on the first public key;

party, the encrypted net label, the encrypted private

value using the shared key; and

and second parties, respective identification numbers to

channel.communication

34. (previously preset ted) The method ofclaim 33, wherein the secure call

notification is a first secure ca 1 notification, the net label is a first net label, the private

label is a first private label, tho random value is a first random value, the shared key is a

first shared key, the encrypted net label is a first encrypted first net label, the encrypted

private label is a first encryptel first private label, and the encrypted random value is a

first encrypted first random va ue further, the method further comprising;

designating, by one of he first party and the second party, either ofthe first party

and the second party as a send<rr, and the other of the first party and the second party as a

non-sender;

suspending, by the sem er, the secure communication channel between the first

party and the second party;

establishing, by the sen ier, a communication channel with a third party;

sendin&.by the sender, a second secure call notification to the third party;

accessing, by the third j arty, the base, prime, and sub-prime parameters;
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generating, by the thud party, a third asymmetric key pair comprising a third

private key and a third public key, based on the base, prime, and sub-prime parameters;

sending, by the third I arty to the sender, the third public key;

generating, by the senier, a second private label, a second net label, a second

random value, a fourth asymmetric key pair comprising a fourth public key and a fourth

private key based on the base, prime, ami sub-prime parameters, and a second shared key

based on the third public key;

encrypting, by the seni ler, the second private label, the first net label, and the first

random value, using the secor d shared key, to provide an encrypted second private label,

a second encrypted first net la >el, and a second encrypted first random value;

sending, by the sender to the third party, the encrypted second private label, the

second encrypted first net label, the second encrypted first random value, and the fourth

public key,

generating, by the thin party, the second shared key based on the third public

key;

decrypting, by the thin party, the encrypted second private label, the second

encrypted first net label, and fl e second encrypted first random value, using the second

shared key;

suspending, by the sender, the secure communication channel between the sender

and the third party;

sending, by the sender ^o the third party and the non-sender, a conference call

notification;

PAGE 5/19
1
RCVD AT 10/21/2005 1:59:05 PM [Eastern Daylight rone]

1
SVR:USPTO-EFXRF-6/25 ' DNIS:2738300

1
CS!D:703 248 9244 ' DURATION (mm-s$):0540



Sent By:' IP Strategies, P.C.; 703 248 9244; 0ct-21-05 1:36PM; Page 6

Application No. Q9/9S6^-ifmF^ :̂
^,

Amendment dated 10/21/2QC5
Reply to Office action of 07/21/2005

second net label and the first

generating, by the nor
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encrypting, by the sei der, the second net label and the second random value,

using one ofthe first public key and the second public key, to provide a first encrypted

second net label and a first ei crypted second random value;

generating, by the sender, a first error detection value for the first encrypted

; sricrypted second random value;

sending, by the sender to the non-sender, the first encrypted second net label, the

first encrypted second random value, and the first error correction value;

-sender, a second em>r detection value, for the first

encrypted second net label add the firtt encrypted second random value;

checking, by the non-2 lender, the validity of the first encrypted second net label

and the first encrypted seconq random value by comparing the first and second error

detection values;

decrypting, by the nod-sender, the first encrypted second net label and the first

encrypted second random vatye, using one ofthe first private key and the second private

key;

encrypting, by the sender, the second net label and the second random value,

using the third public key, to provide a second encrypted second net label and a second

encrypted second random vah le;

generating, by the sender, a third error detection value, for the second encrypted

second net label and the secoi d encrypted second random value;

sending, by the sender to the third party, the second encrypted second net label,

the second encrypted second random value, and the third error correction value;
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generating, by the thiid party, a fourth error detection value, for the second

encrypted second net label acd the second encrypted second random value;

checking, by the third party, the validity of the second encrypted second net label

and the second encrypted secjmd random value by comparing the third and fourth error

detection values; and

decrypting, by the thirji party, the second encrypted second net label and the

second encrypted second rani om value, using third private key.

35* (previously presented)

channel, comprising:

establishing a

party and other parties;

sending, by the first

parties;

accessing, by the first

parameters;

generating, by the first [party,

key pair comprising a first pub li

and sub-prime parameters;

sending, by the first

generating, by each of<he

other asymmetric key pair

A method of establishing a secure communication

commur ication link among at least three parties comprising a first

pa rty, a broadcast conference call notification to the other

party and the other parties, base, prime, and sub-prime

a net label, a random value, and a first asymmetric

c key and a first private key based on the base, prime,

paty\ the first public key to each of the other parties;

other parties, a respective private label, a respective

con^pnsing a respective other public key and a respective other
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private key based on the base, prime, and sub-prime parameters, and a respective other

shared key based on the first mblic key;

encrypting, by each o: "the other parties, the respective private label using the

respective shared key;

sending, by each ofth 5 other parties, the respective encrypted private label and

Ihe respective other public ke; / to the first party;

computing, by the firs user, each respective shared key from each respective

public key sent by the other p; uties;

decrypting, by the firsi party, each respective encrypted private label using the

respective shared keys;

respectively encrypting by the first user, the net label and the random number,

using the respective shared keys;

sending, by the first pa rty, the respective encrypted net labels and the respective

encrypted random values to th a respective other parties;

decrypting, by the othe r parties, the respective encrypted net labels and the

respective encrypted random values using the respective shared keys; and

establishing, by the firs t user and the other users, the secure communication

channel using the net label anc the random value.

36. (previously presetted) The method ofclaim 35, further comprising:
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I arty, an error checking code for each of the respective other

enjcrypted net labels and the respective encrypted random

deriving, by the first

parties from the respective

values;

sending, by the first pjirty, the respective error checking codes to the respective

other parties; and

confirming, by the

the respective encrypted random

: other
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parties, validity of the respective encrypted net labels and

values using the respective error checking codes.

37-41, (canceled)
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